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Brief History of API

SOAP | RPC

. REST | SOAP
 Facilitate data exchange between
application in different language
+ XML-RPC simple vs SOAP more . SOAP was Complex Lel il o
capable - Lightweight

« SOAP was the popular one « Human Readable .
 Adhered to contracts « Easy to build . :\D/l;;g'lg? Readable Contracts
» REST de facto King e HTTP?

 Room for more!

v

Past Present Future
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Challenges With APIls — Breach Analysis 2020

@

Bad Authentication Bad Authorization Misconfiguration Excessive Data Exposure Unsanitized Input Unknown

40%

35%

30%

25%

20%

15%

10%

5%

0%
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Authentication &
Authorization Challenges

Unauthenticated Access

AP| Keys Without Rotation

Usage of Weak Tokens

OAuth Implementation Challenges

Guess Endpoints

Exposing Internal APIs

Brute Force and Credential Stuffing



~ How do you enumerate user

login details?



API| Request

Request

Raw Wt v

endpoint and
ASK!

API Response (Sample)




REST Data Access

With REST we access ‘items’
with individual calls

If we need to access
‘composite’ items, that needs to
be built into a query or view

7102021 F5

o]

-
0

-
0

| -
=
< TP GET (&)
€
“user®; {
“id”: “283gbkmlaewo”
“name”: “James”,
“address”: { .. },
“birthday”: “July 19, 1982”7
>
B
»
- HTTP GET (&)
i
“posts”: [{
“id”: “shgbcde5ydjk”
“title”: “graphQL benefits”,
“content”: “Lorem ipsum ...” ,
“comments”: [ ... 1,
3]
¥
“followers”:[{
“id”: “ghtsdlo235ry”
“name”: “Jill”,
“address”: { ... },
“birthday”: “ May 10, 1982”
3,
o |
3
|

__ HTTP GET (&)

-

/users/<id>

/users/<id>/posts

/users/<id>/followers

/users/<id>

/users/<id>/posts

/users/<id>/followers

/users/<id>

/users/<id>/posts

/users/<id>/followers




GraphQL Data Access

User(id: “283gbkmlaewo”) {

SRRt [
title
All elements are available to be T nu——
called in a single query m 5 )
‘ HTTP POST O >
Pagination is built into the D
“data”: {
query requeSt Ui?;mé"g‘“James”,
pisiitieg “graphQL benefits” }
. “,followers”: L
Introspection allows devs to L O LS
{ name: “Amanda” 3},
probe the data model xl
}
}

8 | ©2021 F5



challenges
with APls

GraphQL

JWT validations




APl Vulnerabllities
Were Found in All
Sectors

Government

Finance

Technology Service Providers

Entertainment

Manufacturing

Health

Social Media



The Story of Fraud in APl Ecosystem

"action": "topup",
"noAkun": "6281284147433",
"date": "31-01-2019",
"amount": "100.000",

"point":"120.000"

v

AP| REQ/RESP APl REQ/RESP

A

( Merchant

"response":"TOP OK",

"responsecode”":"00"

}
{
Attacker Taction’: "“"topup",

"noAkun": "6281284147433",
"date": "31-01-2019",
"amount": "100.000",
“point "0

}
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Industry Trends push for more APIs

Standards continue to form for information sharing

Major Industries are pushing new standards

» Open Banking
* Open Government
 Digital Health

« Consumer Retail (Utilities, Telecommunications)

12 1 ©2021 F5



Open Banking Application Services Reference

Edge App Services
HSM TLS Termination DDoS WAF & API Threat
Protection
API Gateway Customer Identity Management
Extract and pass -
PSD2 X.509 Certificate OpeniD FAPI
Extensions (eIDAS/ Verlfl:_;t;og;ﬁalnst Relay Customer Identity Lifecycle Management
AP| Management SISEISED
API Discovery
. ) Consent
OAuth 2.0 Token Introspection i OIDC FAPI Provider Management
API| Key AP| Gateway i
Management Management API LB, Steering, Gateway
OAuth 2.0 AS SCA/MFA
Analytics, API Design,
Reporting Lifecycle Developer TPP Manual TPP Dynamic
relationship Developer Portal Sandbox onboarding Onboard
Products Accounts Transactions etc..

Integration Layer / Protocol Translation

Core Banking

131 ©2021 F5




Critical Controls for APlIs

API
Conformance

Malicious
Activity
Protection

Fraud
Prevention

Traffic

Management

14 | ©2021 F5

Authentication &
Authorization

Payload
validation

Payload injection
attacks/format
abuse

Eliminating
malicious and
unwanted
automation traffic

Routing

Token Validation

Format & size

Data exfiltration

Translation

Integration with

identity stores
Schema
validation
Automation Bot detection
Endpoint allow Connection
list, URI allow list limiting

Distributed DoS

Quota
management

Credential
stuffing



———————

9
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APIs NEED DEDICATED
SECURITY CONTROLS THAT
CAN ONLY BE DELIVERED
USING WEB APPLICATION AND
API PROTECTION (WAAP)

A)OWASP.  API SECURITY TOP 10

API1: Broken object level authorization
API2: Broken user authentication

API3: Excessive data exposure

API4. Lack of resources & rate limiting
API5: Broken function level authorization
APIG: Mass assignment

API7: Security misconfiguration

API8: Injection

API9: Improper assets management
API10: | Insufficient logging & monitoring




API Management & Security

@ V, API Nodes
Mobile App p (é}
@ '/ Multi-cloud
D : — A\ Azure
: 94 :
Partner App ( @D : API Nodes

: T 1\ : €Y Aspen Mesh
( Y NGINX Mesh

-o.. ',
Ecosystem App ...........................

API Security APl Management OO AP| Gateway

« Schema Validation  Versioning qﬁxﬁ?» * Authentication & Authorization
* Protocol Conformance * Publishing = =y + Traffic Management
 Vulnerability Mitigation Schemaldefinition * Rate-limiting/Thresholding
 Fraud Prevention  Monitoring & Dashboard * Allow/Deny List

 Bot and DoS Defense *  Onboarding - Documenting * Routing
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We identify and protect financial aggregators
SOME BANKS HAVE 40% AGGREGATOR/WEB SCRAPER TRAFFIC

17 1 ©2021 F5

40000

35000

30000

25000

20000

» | @ ZoomOu| @ Fal (1979063) @ Success (2032957) count per 1h | (4012020 hits)
|

Dark Web Forum

Open a mint.com account and add the bank account using the username/password. This will

E@ 1) Check if the account is still live,

2)  Letyou see the balance of the accounts, and
3)  Ifneeded, let you check for deposits from PayPal, as well as to keep an eye on it.
Research the background of account holder and get their SSN from ssnvalidator.com

i<— 19% Success Rate ——»-!

1< 98% Success Rate —————————————»

i 98% Success Rate >

| DA R :
: ‘ ‘1‘ 1 I l !
Il Il il AR ¥ | ] O T LA el IR,
00:00 00:00 00:00 00:00 00:00 00:00 00:00 00:00
03-21 03-23 03-25 03-27 03-29 03-31 0! 04-04




Read more about these and Stay up-to-date
other threats Sign up for F5 Labs

T . T . s LESSONS LEARNED FROM
A DECADE OF DATA BREACHES

~ROM S00S TO DIGITAL SCINT OF SALE: ‘ n T
BOTS MEAN BUSINESS B pible

s
TELEMETRY
REPORT

PREPARING FOR THE NEW

OWASP TOP 10 AND BEYOND

https://interact.f5.com/AppProtectLibrary F5labs.com
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https://interact.f5.com/AppProtectLibrary

